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READ_SMS   ->  WRITE_EXTERNAL_STORAGE
MEDIA      ->  DISPLAY
USER_INPUT ->  CALL_PHONE
LITERAL    ->  WRITE_EXTERNAL_STORAGE

•
•

…





– @Source
– @Sink
   

@Source(SMS) @Sink(FILE) String s;
...
s = getSMS();
...
writeToFile(s);



error = sender.sendSMS(msg);

class Sender {
   @Source(SMS) Error sendSMS(@Sink(SMS) String message);
}



…



protected Void doInBackground(URI... uris) {
    ...
    URI uri = uris[0];
    HttpGet httpGet = new HttpGet(uri);
    ...
} 

@Sink(NETWORK)

@Sink(NETWORK)



•
•

–

@Sink(SEND_SMS) String x;
display.setText(x);

warning: incompatible types in argument.
 display.setText(x);
                 ^
found   : @Sink(SEND_SMS) 
required: @Sink(DISPLAY) 
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  A -> X,Y
  B -> Y
  C -> Y

  @Source({B,C})   @Sink(Y) String s
  @Source({A,B}))  @Sink(Y) String s



  A -> X,Y
  B -> Y
  C -> Y

  @Source({B,C})   @Sink(Y) String s
  @Source({A,B}))  @Sink(Y) String s



  A -> X,Y
  B -> Y
  C -> Y

  @Source({B,C})   @Sink(Y) String s
  @Source({A,B}))  @Sink(Y) String s



  A -> X,Y
  B -> Y
  C -> Y

  @Source({B,C})   @Sink(Y) String s
  @Source({A,B}))  @Sink(Y) String s



  A -> X,Y
  B -> Y
  C -> Y

  @Source({B,C})   @Sink(Y) String s
  @Source({A,B}))  @Sink(Y) String s



  A -> X,Y
  B -> Y
  C -> Y

  @Source({B,C})   @Sink(Y) String s
  @Source({A,B}))  @Sink(Y) String s



  A -> X,Y
  B -> Y
  C -> Y

  @Source({B,C})   @Sink(Y) String s
  @Source({A,B,C}))@Sink(Y) String s
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– @Source(FILESYSTEM)
– @Sink

–
•



•
addToList(@PolyFlow Object,
          List<@PolyFlow Object>)

•
–
void <<Q>> append(StringBuffer<<@Q>> buf,
                  String<<@Q>> s);

–
•



@Source(LOCATION) x = instanceState.getDouble(LAT);
@Source(TIME) y = instanceState.getDouble(HOUR);

getDouble
• AppWidgetsColumns.LAT

• getDouble
@PolySource double
getDouble(@PolySource AppWidgetsColumns) {…}



bool in_afghanistan;

in_afghanistan
  = (lat > 29 && lat < 39 && long > 61 && long < 75);

if (lat > 29 && lat < 39 && long > 61 && long < 75) {
  in_afghanistan = true;
} else {
  in_afghanistan = false;
}
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– maps.google-com.cc
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Class cl = Class.forName("Sender");

Method m = cl.getDeclaredMethod("sendSMS");

Object error = m.invoke(sender, message);

class Method {
  @Source(ANY) Object invoke(@Sink(ANY) Object obj,
                             @Sink(ANY) Object... args);
}



Class cl = Class.forName("Sender");

Method m = cl.getDeclaredMethod("sendSMS");

Object error = m.invoke(sender, message);

Sender

Sender.sendSMS



Class cl = Class.forName("Sender");

Method m = cl.getDeclaredMethod("sendSMS");

Object error = m.invoke(sender, message);

Object error = sender.sendSMS(message);

Sender.sendSMS

Sender
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Intent s
  = new Intent(Receiver);
s.putExtra("k1", valueA);
s.putExtra("k2", valueB);
sendIntent(s);

void receiveIntent(Intent r) {
   Object a = r.getExtra("k1");
   Object b = r.getExtra("k2");
}

1.
2.



Intent s
  = new Intent(Receiver);
s.putExtra("k1", valueA);
s.putExtra("k2", valueB);
sendIntent(s);

void receiveIntent(Intent r) {
@A Object a = r.getExtra("k1");
@B Object b = r.getExtra("k2");
}

@IExtra(key="k1",type=@A)
@IExtra(key="k2",type=@B)

Intent s
  = new Intent(Receiver);
@A valueA = ...;
@B valueB = ...;
s.putExtra("k1", valueA);
s.putExtra("k2", valueB);
sendIntent(s);

@IExtra(key="k1",type=@A)
@IExtra(key="k2",type=@B)



Method called by sender Method invoked on receiver
startActivity(Intent i) void setIntent(Intent intent)
sendBroadcast(Intent i) void onReceive (…, Intent intent)
startService(Intent s) int onStartCommand (Intent intent, …)
bindService(Intent s, …) IBinder onBind (Intent intent)
and others.



Method called by sender Method invoked on receiver
startActivity(Intent i) void setIntent(Intent intent)
sendBroadcast(Intent i) void onReceive (…, Intent intent)
startService(Intent s) int onStartCommand (Intent intent, …)
bindService(Intent s, …) IBinder onBind (Intent intent)
and others.



Method called by sender Method invoked on receiver
startActivity(Intent i) void setIntent(Intent intent)
sendBroadcast(Intent i) void onReceive (…, Intent intent)
startService(Intent s) int onStartCommand (Intent intent, …)
bindService(Intent s, …) IBinder onBind (Intent intent)
and others.

Methods that add data Methods that retrieve data
putExtra(String key, String value) getStringExtra(String key)
putExtra(String key, int value) getStringExtra(String key, int 

default)
putExtra(String key, String[] 
values)

getStringArrayExtra(String key)

and others.



Method called by sender Method invoked on receiver
startActivity(Intent i) void setIntent(Intent intent)
sendBroadcast(Intent i) void onReceive (…, Intent intent)
startService(Intent s) int onStartCommand (Intent intent, …)
bindService(Intent s, …) IBinder onBind (Intent intent)
and others.

Methods that add data Methods that retrieve data
putExtra(String key, String value) getStringExtra(String key)
putExtra(String key, int value) getStringExtra(String key, int 

default)
putExtra(String key, String[] 
values)

getStringArrayExtra(String key)

and others.
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getExtra putExtra 



…

@IExtra(key="data",
        type=@Source(ANY)
             @Sink(INTERNET))

@IExtra(key="data",
        type=@Source(LOCATION)
             @Sink(DISPLAY))
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